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Risks of Dealing with Bank Accounts

and Best Practices for Protection

Customers should carefully review all documents provided by the bank and fully understand the terms and
conditions related to banking services. It is important to be aware of all fees and charges associated with

opening or using an account, as well as any financial or legal obligations that may arise when using the service.
1. Key Risks When Using Bank Accounts
1. Fraud and Data Theft

e Includes phishing attempts, fake links, fraudulent emails, or messages requesting personal

information.
e Sharing any banking details may result in unauthorized access or theft of funds.
2. Unauthorized Transactions

e Withdrawals or transfers may occur without your approval due to weak passwords, compromised

devices, or sharing your information with others.
3. Unclear or Unexpected Fees
e Monthly or annual account fees, card fees, transfer charges, or penalty fees may apply.
e Lack of awareness may lead to unexpected financial burdens.
4. Account Mismanagement Risks

e QOverdrafts, late payments on loans or credit cards, or failure to maintain minimum balance

requirements may result in additional charges or impact your credit score.
5. Insecure Access to the Account

e Using public Wi-Fi or unsecured devices increases the risk of account hacking or data interception.
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2. Best Practices to Protect Your Bank Account
1. Never Share Banking Information

e Do not disclose your account number, card number, CVV, PIN, passwords, or any verification codes

received from the bank.

2. Use Strong, Unique Passwords

e Update them regularly and avoid using the same password for multiple platforms.
3. Enable Two-Factor Authentication (2FA/OTP)

e Adds an extra layer of security for login and sensitive transactions.
4. Monitor Your Account Frequently

e Review account activity and immediately report any suspicious or unfamiliar transactions.
5. Use Only Official Banking Channels

e Access your bank account only through the bank’s official app, website, or customer service numbers.
6. Avoid Suspicious Links

e Do not click on links sent via random emails, SMS, or messaging apps, especially if they ask for

personal or financial details.
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Risks of Dealing with Cheques

1. Legal Risks in the event of issuing a cheque without an existing and withdrawable condition for

payment:

e According to the provisions of Article (237) of the Kuwaiti Penal Code, the penalty for issuing a cheque
without sufficient balance may reach imprisonment for a term not exceeding three years and a fine not

exceeding 500 KD, or either of these two penalties.
2. Banking Procedures resulting from the above:

e All current accounts associated with cheques for the customer will be closed if three different cheques
are returned within one year due to insufficient balance. Additionally, the customer's name will be included
in the "List of Closed Accounts due to Returned Cheques for Insufficient balance" at the Credit Information

Network (CINET) and the Central Bank of Kuwait.

e Furthermore, if the customer’s name is already listed in the "List of Closed Accounts due to Returned
Cheques for Insufficient balance" by other banks, all current accounts associated with cheques will be

closed upon the return of the first cheque due to insufficient balance.
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Risks of Fixed Deposits

Customers should carefully review all documents provided by the bank and fully understand the terms and
conditions related to the service. It is essential to be aware of all fees, charges, and obligations that may arise
when opening or maintaining a Fixed Deposit (FD) account. This includes understanding any restrictions placed
on the deposit, the impact of interest rate changes, and the financial implications of early withdrawal. For any
questions or clarifications, customers may contact the bank’s representatives through official communication

channels or visit the nearest branch.
Key Risks Associated with Fixed Deposits
1. Limited Liquidity
e Fixed Deposits lock funds for a specific period (tenor).

e Early withdrawals may be restricted or result in penalties, reduced interest, or loss of all accrued

interest.
2. Interest Rate Risk
e Fixed Deposits typically offer a fixed rate for the entire term.

o If market interest rates rise after the FD is opened, the customer remains locked into the lower rate

and may lose the opportunity to earn higher returns.
3. Inflation Risk
o [finflation increases significantly, the real value of the return on the deposit may decrease.
e Highinflation can erode purchasing power, making the net return lower than expected.
4. Reinvestment Risk

e When the deposit matures, the customer may be unable to reinvest the funds at the same or a better

rate.
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e Interest rate fluctuations may result in lower earnings on renewed deposits.
5. Currency Risk (for Foreign Currency Deposits)

e Ifthe FDis heldin a foreign currency, exchange rate fluctuations can affect the final value when

converted back to the customer’s local currency.
e A weakening foreign currency may lead to financial loss.
6. Early Withdrawal Penalties
e Many banks impose financial penalties for breaking a Fixed Deposit before maturity.
e Some institutions may cancel all interest if the deposit is withdrawn early.
7. Restrictions on Partial Withdrawals
e Most Fixed Deposits do not allow partial withdrawals.
e Customers must break the entire deposit, often losing interest.
8. Taxation Considerations
e Interest earned may be subject to taxes depending on local regulations.
¢ Not understanding tax obligations may lead to lower net returns.
9. Automatic Renewal Risk
e Some FDs renew automatically at maturity if the customer does not provide instructions.
e This may result in funds being locked again at a different rate or for an undesired term.
Best Practices for Customers Holding Fixed Deposits
1. Understand All Terms Before Opening the Account
e Review all documents carefully, including tenor, renewal terms, and penalty rules.

2. Choose a Tenor That Matches Your Liquidity Needs



4@._.;5” o
{Z= GULF BANK

e Avoid locking funds needed for short-term expenses.
3. Monitor Interest Rates
e Compare market rates before opening or renewing a deposit to ensure optimal returns.
4. Keep Records of Maturity Dates
e Setreminders to avoid unintended auto-renewal.
5. Confirm Whether Fees or Penalties Apply
e Understand charges for early withdrawal, account maintenance, or renewal.
6. Contact the Bank for Any Clarification

e Use official channels to ensure accurate information and avoid fraudulent sources
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Risks Associated with Loans

A'loan is a financial obligation that requires the customer to repay all outstanding amounts on the agreed due
dates. Failure to make payments on time will result in late payment interest and late fees in accordance with
the bank’s approved fees and charges schedule. Additionally, the bank may exercise its right to set off any
funds deposited into the customer's account—including salary transfers and end-of-service benefits—to
recover overdue amounts. In cases of continued non-payment or breach of any loan terms, the bank may

pursue legal action to collect outstanding dues.

Loan information—including the loan amount, repayment history, and any missed or overdue installments—
will be reported to the Kuwait Credit Information Network (CINET). This information may affect the customer’s

credit score and influence future loan approvals with any institution participating in the CINET system.

Customers must carefully review all documents provided by the bank, understand all fees and charges
associated with the loan, and be fully aware of all obligations and responsibilities. It is also essential to
understand how changes in interest rates (for variable-rate loans) may affect the amount of the monthly
installment. For any questions or clarifications, customers may contact the bank through official channels or

visit the nearest branch.
Key Loan Risks That Customers Must Be Aware Of
1. Payment Default Risk
e Missing or delaying installments leads to late interest charges and penalties.
e Accumulated unpaid amounts increase total loan cost.
e Repeated delays negatively impact on the customer’s credit standing.
2. Interest Rate Risk
(Applies to variable-rate or floating-rate loans)
o [finterest rates increase, the monthly installment amount may rise.
e Thisincreases the total repayment amount over the loan term.
3. Set-Off and Salary Deduction Risk

e The bank has the right to deduct from any funds in the customer’s account, including:
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o Monthly salary
o End-of-service indemnity
o Bonuses or other deposits
e This can affect the customer’s financial liquidity.
4. Legal Action Risk
If the customer fails to meet contractual obligations, the bank may:
e Filelegal claims
e Freeze accounts
e Initiate salary garnishment through official channels
e Take measures that may affect the customer’s financial stability and legal standing
5. Credit Reporting Risk (CINET Reporting)
All loan activity—positive or negative—is reported to CINET.
e Late payments
e Defaulted installments
e Restructured loans
e Legalactions
Negative reporting can:
e Reduce the customer's credit score
e Limit future access to loans or financing
e Increase the cost of future borrowing
6. Over-Indebtedness Risk
e Taking multiple loans or overestimating income stability may cause financial strain.

e High debt levels make it difficult to meet obligations and may lead to default.
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7. Employment and Income Change Risk

Job loss, salary reduction, or delays in salary payments affect repayment ability.

The customer must still meet loan obligations regardless of employment changes.

8. Early Settlement or Restructuring Costs

Some loans may include fees for:
o Early settlement
o Restructuring
o Refinancing

These may reduce expected savings.

9. Currency Risk

(If the loan is in foreign currency)

Exchange rate fluctuations may increase repayment amounts.

10. Document and Terms Compliance Risk

Not fully understanding loan terms may lead to unintentional violations.
Customers must review:

o Interest rate structure

o Feesand penalties

o Payment schedule

o Insurance requirements (if applicable)

Best Practices for Customers with Loans

1. Review all loan documents carefully before signing

Understand the repayment schedule, interest rate, fees, and obligations.

2. Borrow within your financial capacity
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e Assess income stability and other commitments.
3. Pay installments on time

e Use standing orders or reminders to avoid missed payments.
L4, Monitor interest rate changes

e  Especially important for variable-rate loans.
5. Maintain financial planning and emergency savings

e Helps manage unexpected income changes.
6. Follow up regularly on CINET reports

e Ensure accuracy and address any discrepancies immediately.
7. Communicate with the bank if facing financial difficulty

e The bank may offer restructuring or temporary relief if contacted early.
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Banking Card Risks

Banking cards refer to all Credit Cards or Debit Cards (including ATM cards) and Prepaid Cards.

1. Credit Cards:

Credit cards present a set of risks that should be noted when using them. These include the accumulation of
debt and interest in the event of failure to pay the monthly installments due on the card. Note that this affects
your credit rating with the Credit Information Network (CINET)

Additionally, the customer must keep all card data secure and not share it with external parties or unreliable

websites or use it at ATMs without ensuring its safety. Such actions may expose the customer to the risk of
card data theft, leading to the full utilization of the available credit limit.

2. Debit Cards:

Customers must keep all banking data secure and not share it with external parties. It is essential to verify the
reliability of websites through which purchases are made using the card, in addition to ensuring the safety of
ATMs before use. Note that if card data is stolen, a hacker can access and dispose of the balance available in
your personal account.

Customers must also carefully review all documents provided by the bank, emphasizing the importance of
identifying all fees and commissions related to using the service, as well as any resulting obligations or
responsibilities. In case of any inquiry or clarification, you can contact the bank through communication

channels or by visiting your nearest branch.

3. Prepaid Cards:

These are considered the most secure as they are not linked to the customer's bank account like Debit Cards.
Furthermore, their use by unauthorized external parties does not create additional debt or financial burden on
the customer—unlike Credit Cards, where an unauthorized party might withdraw the entire credit limit granted
by the bank. However, the customer must ensure not to share data with external parties and verify the
reliability of websites used for purchases. Additionally, customers should ensure the safety of ATMs inside and

outside Kuwait before use; otherwise, they risk losing the balance loaded on the card.



